Random numbers are useful for a wide variety of applications including encryption and authentication protocols, stochastic modeling, and online gaming and lotteries. Typically, they can be generated with improved bit rates from chaotic signals by making use of post-processing methods including multi-bit extraction or bitwise ORExclusive (XOR) operations. The latter requires two distinct chaotic signals which are typically generated using two separated devices, e.g. two Fabry-Perot lasers. Here, we numerically and experimentally demonstrate that, by combining these two post-processing methods in a single chaotic semiconductor ring laser (SRL), it is possible to generate true random bits with a bit rate up to 40 Gb/s from a chaos bandwidth of ≈ 2 GHz, thanks to the device ability of lasing in two directional modes and the fact that the two mode signals have low correlations. In addition, SRLs can be easily implemented on chip.
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The setup as shown in Fig. 1 (a) consists of a semiconductor ring laser (SRL) brought to a chaotic regime by optical self-feedback [1] . Theoretical analysis of this system is based on a single longitudinal-mode SRL model [2] extended with Lang-Kobayashi terms to account for the feedback [1, 3] . Neglecting the effect of noise, the dynamics can be described, in terms of the mean-field slowly varying complex amplitudes of the electric field associated with the two propagating modes E cw and E ccw , and the carrier number N aṡ
where T = 50 ns, η = 2.5 ns −1 . With our parameters, the relaxation period of the free-running SRL which determines how fast the intrinsic dynamics of the system changes is τ R0 ≈ 2π/ 2 (μ − 1)γκ = 1.14 ns. As it can be seen in Fig.1 (b) and (c), the bandwidth of the chaos is relatively low for fast random bit generations. Thus, to considerably increase such bit rates we proceed as follows: after the detection of the two chaotic optical signals (CW and CCW modes) by photodetectors, they are digitized by 8-bit ADCs triggered at a sampling rate of 10 GSamples/s (corresponding to a sampling interval of 100 ps). Then, to eliminate the correlations induced by the intrinsic dynamics and delay times and also to enhance uniformity of the generated sequence over short time windows, the 4 most significant bits are discarded. Then the two signals constructed from the CW and CCW mode signals (by including the 4 least significant bits) are combined using a XOR gate to form a single bit sequence. The randomness of the bit sequence is tested using a standard statistical test suite NIST SP 800-22. All the tests passed, verifying that our system produces a statistically random bit-stream. Since the sampling rate is 10 GSamples/s, this system is therefore capable of producing a bit rate of 4 × 10 = 40 Gb/s. The fact that the numerical bit-streams generated from noiseless simulations passed all tests suggests that the chaotic waveforms are sufficient to random bit generation.
